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Section 2
IDES Enrolment
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Section 2.1 — IDES Overview

IDES Overview

IDES is a secure managed file transfer service that is available to FIs and HCTAs to facilitate FATCA reporting. It is
accessible to enrolled users over the Internet and will allow for the transmission of FATCA reporting in the

approved FATCA XML Schema.

Obtaining Digital + Purchasing a digital certificate from a third-party provider, as well as safekeeping
Certificate the certificate for encryption at the uploading stage.

.  This involves the account creation on the IDES portal, including submitting the
Enrolling on the IDES GIIN and the digital certificate and receiving notification from the IRS that the

Portal account was approved following validation of the GIIN and Certificate.

* Reconciliation of the accounts on the core banking system to validate that all

reportable accounts are properly tagged.
Ensuring that all the information needed for the report is ready in the required

format.
* Verifying that the XML report generated by the system adheres to the schema.

Data Review .

 Binding the reports with the key provided by the IRS and compressing them.
Report Submission « Encrypting the file and submitting it to the IRS and receive notification from the IRS
that the file was accepted.
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Section 2.2 — Obtaining a Digital Certificate

IDES Process — Obtaining a Digital Certificate

A digital
certificate binds
an identity to a

public key

The individual
Certificates and their identified in the
related private keys certificate has
are used to sign and possession and control
decrypt messages over the private key
between the sending associated with the
party and the IRS public key found in the

certificate

The user will provide
the certificate to IDES
during the enrolment
process
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Section 2.2 — Obtaining a Digital Certificate

IDES Process — List of IRS-approved CAs

A certificate authority (CA) issues a certificate after an identity proofing process to verify the certificate owner

Digicert » SSL Plus

Entrust » Standard SSL

GlobaSign * Organization SSL

e TrustID Server (SSL)
* Organization non SL

IdenTrust

StartCom e Start SSL EV

Symantec/Verisign * Secure Site SSL

Thawte * SSL Web Server

Sl S all @lidle Jae 48 ) - Aia ¥ Gliluall oy ) ol 53N o 518
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Section 2.3 — Home Tabs Overview

IDES Process — Home Tabs Overview
IDES - o

INTERNATIONAL DATA EXCHANGE SERVICE

International Data Exchange Service (IDES IDES Gateway
Enter the search criteria based on your institution type (FI or HCTA): L=l
Reminder: The first username that is enrolled on the IDES system will be the Administrator.

Single Related Items

Lead of an Expanded Affiliated Group

Member (not Lead) of an Expanded Affiliated Group
Sponsoring Entity International Data
Exchange Information

3 FATCA Information

Institution Type
- Regulation and Other
O | HCTA Whatts this? Guidance

#* REQUIRED FIELDS

| | T e T

Don’t know your GIIN?

International Data Exchange Service (IDES) - Knowledge Base

Next FIs and HCTAs can learn how to Enroll using this online documentation.

*  Download Adobe Reader to view PDF files on this page

Interactive Knowledge Base

International Data Exchange Service Interactive Knowledge Base Site
User Guides

International Data Exchange Service User Guide (PDF)

FATCA User Guide

Frequently Asked Questions:

IDES Frequently Asked Questions

FATCA Registration System Technical Suppert:

s Ifyou need system support for the online FATCA Registration, including help with login problems, error messages, and other technical issues, please submit your technical system
problem.

Sl S all @lidle Jae 48 ) - Aia ¥ Gliluall oy ) ol 53N o 518
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Section 2.3 — Home Tabs Overview

IDES Process — Home Tabs Overview

ome otmere] Keowieig e uppr] B uic ey DES Eramentrizgiel ]

International Data Exchange Service (IDES) - Log In

Log in to your account here.
once logged in, you can do the following:

* Download the Metadata File
* Update Your Personal User Alert Preferences
s Update Your Password

* REQUIRED FIELDS

IDES Gateway

LogIn ...

IDES Enrollment

Learn More ...

Related Items
¥ FATCA Information

Username * I

| Forgot Username?
International Data

Exchange Information

Password * I

| Forgot Password? Regulation and Other
Guidance

|:| Remember me?

Log in

Sl S all @lidle Jae 48 ) - Aia ¥ Gliluall oy ) ol 53N o 518

Certificate
General |Det3i|s I Certification Path
g Certificate Information

This certificate is i ded for the ing pur| s)
» Ensures the identity of a remote computer
» Proves your identity to a remote computer
» 2,16.840.1,114028.10.1.5
*223.140.1.2.2

*Refer to the certification authority's statement for details,
Issued to: encryption-service. services.irs.gov
Issued by: Entrust Certification Authority - L1K
valid from 10/ 16/ 2014 to 12/ 17/ 2018

[Insmll Certificate.. ] [ Issuer Statement ]
Learn more about certificates

18



Section 2.4 — Enrolment Process

IDES Process — Enrolment

INTERNATIONAL DATA EXCRINGE SERVICE
Home | Enroliment Support | IRS Public Key | IDES Ewollment User Log in

Begin Enrolment

International Data Exchange Service {IDES) - GIN Found IDES Gateway
Your GIN has been found. You may continue the Enrollment process. S
GON £l or HCTA Country
TESTER.00034.AA.840 Tester Account 34 United States of America Related Itoms
Not your Ff or HCIAZ > FAICA Information

Intemational Data
Exchange Information

Select Institution Type — O i e

l I Guidance

. , ]
% Input & COIlflI'I’Il GIIN International Data Exchange Service (IDES) - Challenge Questions IDES Gateway

Please pr the chal and answers for the User. Llogin...

O]
Question 1 I In frar oy dis you e 3¢ 3ge 15 E| Related Items

? FATCA Infonmation

Answer 1 | | Intornational Data
Exchange information
e — Regulation and Other

0 3 ol Bt oo it . e =] Guidance
Generate Challenge Questions L SR : [] fe
a Answer 2 I |
Back  Next

Sl 538 all dlidle Jae & s-danial) clilall oy ) o) 531 () 58
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Section 2.4 — Enrolment Process

IDES Process — Enrolment [
i IDES

INTERNATIENAL BATA EXCURNEE SEAVILE

Home | Enroliment | Knowledge ase | Support | IRS Public Key | IDES Enrollment User Log In

International Data Exchange Service (IDES) - User Info IDES Gateway
Submit User Profile Info T -
o S | o
S ‘
el Address = [ |
Select Alert Preferences ﬁ Lty B ‘
— | |

Verify Password l !

SRR
[F]] eheck Aione

[Z]] Receive System Avaitability Alerts |Z1] Receive Transmission Alerts
[7] Receive Transmission Failed Aterts [7] Receive File Upicaded Alerts

Receive File Awailable for Download Alerts [CI Receive File Posted for Review Alerts

Upload Digital Certificate
a

International Data Exchange Service (IDES) - Certificate
Please upload the new certificate.

# REQUIRED FIELDS

Validate Certificate Securty Centficate: | [Towaa ve o seeced

Back to Manage IDES  Validate

Bl 538 all dlidle Jae & s-danial) cliluall oy ) o) 3N () 58
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Section 2.4 — Enrolment Process

IDES Process — Enrolment

Ensure receipt
of confirmation
email from IDES
help desk & Log
In as the FI
administrator

INTERNATIONAL DATA EXCHANGE SERVICE
et it s e ]

International Data Exchange Service (IDES) - Enrollment Complete IDES Gateway

You have successfully enrolled. Login...

Log in t0 add additional users and access other functionaity.

Related Items

IDES Enrollment User Log In 9 FATCA Information

International Data

Exchange Information

Regulation and Other

Guidance

About IDES Legal Disclosure Site Map

Sl 538 el dlidle Jae 4 s-danial) cliluall oy ) o) 5Y) () 58
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Section 2.5 — Administrative Functions

IDES Process — Administrative Functions

Add, Disable,
Or Enable
User

Update
Alert

Preferences

Update
Certificate

Reset Create
Password Metadata

File
Download

IRS Public
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Section 3
Data Preparation
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Section 3.1 — Data Elements

Data Elements

01

When to file

8966 is required to be filed for the 2014
calendar year on or before March 31, 2015

02

Extension of time to file
An automatic 90-day extension of time
to file Form 8966 will be provided to all
filers without the need to file any form or
take any action

Sl 538 el dlidle Jae 4 s-danial) cliluall oy ) o) 5Y) () 58

8966

Reporting

Criteria

03

Electronic filing requirements

A financial institution is required to file
Form 8966 electronically, irrespective of
the number of Forms filed

04
2014 calendar year

The PFFI must report any identified U.S.
account or an account held by an ODFFI
or nonparticipating FFI as of December

31, 2014 if such account was outstanding

on July 1, 2014

24



Section 3.1 — Data Elements

Data Elements

Individual
Reporting

Account
Balance
or Value

Payments
made
during
the year

Sl S all @lidle Jae 48 ) - Aia ¥ Gliluall oy ) ol 53N o 518

Account
Count

3-Digit
Currency
Code

Pooled
Account
Aggregate
Balance

Pooled Reporting

Pooled
Reporting
Type

FATCA201 = Recalcitrant account holders with US Indicia
FATCA202 = Recalcitrant account holders without US Indicia
FATCA203 = Dormant Accounts

FATCA204 = Non-participating foreign financial institutions
(Not applicable this year)

FATCA205 = Recalcitrant account holders that are US persons
FATCA206 = Recalcitrant account holders that are passive NFFEs

25



Section 3.2 — Form 8966

Form 8966

o 3966

Deparimant of the Trenaury » Information about Form 8966 and its separate instructions is at www.irs. gov/formB968,

Intamal Revenus Sandee

FATCA Report

OMB No. 1545-2246

2016

Check if report is being corrected, amended, voided, or there are no accounts to report
Corrected report || Amended report [ Voided report [ ] Check if no accounts to report (see instructions) ||

Identification of Filer

1a Mame of fler

1B Enter the filer category (See nstructions) »

2 Murmber, street, and room or suite no. (if F.O. box, ses instructions)

3a City or town | 3b State, province, oF region 3& Country, including postal code
4 Global intermediary identification number (GIIN) 5 TIN
NN N N N N I O B

6 Marme of sponsored entity or intermediary, it appicable

T Mumibser, strest, and room or suite no. (f PO, box, see instructions)

Ba Cily o town |86 State, province. or region | 8¢ Country. including pestal code
9 GIN 10 TIN

P L1 1 1 1. [ 1.0 11
ﬁ Account Holder or Payee Information

1a Mame of aceount holder or payes

b Indicate whether sccount holder of payee is an individual or entity

— Individual — Entily

2 Murnber, sireet, and room or suite no. [if F.0O. box, see instructons)

3a City or town | 3b State, province, o region

| 3¢ Country, including pestal code

4 TIN

5 If account holder or payes is an entity, check applicable box to specify the enfity type:

| Owner-Docurnented FFI with specified LS. owner(s)
| Men-Participating FFI

| Passive NFFE with substantial U.5. awneris)
| Specified U.S. Person

Sl S all @lidle Jae 48 ) - Aia ¥ Gliluall oy ) ol 53N o 518
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Section 3.2 — Form 8966

Form 8966

EEXl  Owner Information (File a separate report for each U.S. Owner that is a specified U.S. Person)

1 Mame of owner

2 Murmnber, streat, and room or suite no. it P.O. box. see instructions)

3a City of town | 36 State, provines, or region | 3 Country, ncluding pestal code

4 TIM af owner

Part IV Financial Information

1 Accourt numbser | 2 cumency code (a2e inatructions)
3a Account balsncs
3b Check if account closed during the year {see instructions) O
da Interest de Gross procesde/Redempitions
ab Cividends: | 48 Othes
For Paperwork Reduction Act Motice, see separate instructions. Cat. Mo. 55T48F Form B966 Eo15)
@ Pooled Reporting Type
1 Cheek applicable poaled reparting type jeheck anly anal:
Recabcitrant account holders with LS. Indicia Recabcitrant account holders without ULS. Indicia
Donmant accounts Mon-participating FFI
Recabcitrant account holders that are LS. persons Aecalcitrant acoount holders that are e MFFES
2 HNumber of acoounis 3 Aggregate payment amount
4 Aggregate account balance 5 Cumency code
Forrn 8966 2015
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Section 4
Data Encryption
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Section 4.1 — FATCA XML Report Preparation

FATCA XML Report Preparation

Issued by: Entrust Certification Autharity - L1K

valid from 10/ 16/ 2014 to 12/ 17/ 2013

[instal certificate...| [ Issuer Statement |

Learn more about certificates

[ o |

Sl 538 el dlidle Jae 4 s-danial) cliluall oy ) o) 5Y) () 58

Validate Create valid Digitally sign Encrypt XML file
IRS digital FATCA XML and compress with (one time)
certificate data file XML file AES-256 key

Sender
FATCA private Key
Account Data
'CErtiﬂcate
IRS
Generzl | Detalls I Certification Path and HETA Encrypt
_ public key AES-key with
|-__a: Certificate Information {M‘ 102] IRS publﬂ:- k&)l'
This certificate is i ded for the following purp ‘ l
» Ensures the identity of a remote computer
* Proves your identity to & remate computer
»2,16.840.1,114028.10.1.5
*2,23.140.1.2.2
N Create
*Refer to the certification authority's statement for details.
unencrypled
Issued to: encryption-service.services.irs.gov sanmr metadam
XML file

i

Create
data packet for
transmission

Upload data
packet to IDES

-

Receive
IDES alert or
Natification
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Section 4.2 — Encryption Software

Encryption Software — 8966 Pro

g LieSipport
w ONLINE

Renew | Pay Invoice | Cart | Account
o (888) PRO-1099

The Leader in FATCA Form 8966 Software and FATCA Filing Services.

Home Software Services Forms Compliance Support S5AE 16 Security Site Map

FATCA Software

FATCA Form 8966 Software

| FREE DEMO ¢ !

Click to download

Streamlined and Cost Efficient FATCA Reporting

. Key Features
Versions

» Unlimited filing entities

Single User $799.00 M » IRS FATCA Form 8566
: + 5,000+ records
. . . Free Demo! IREACEREES] $1199.00 QALUALY | « single, multi (2-5), or unlimited users
T - : Unlimited Users s1595.00 QDAL | ° XMLfile generation
s . 5 + |DES encrypter & decrypter )
o oo §
. 1Dggpr;3|-:nte|-p|-|'55- [ Overview I Support I Additional Services I Comparison Chart I Requirements I FAQ's I Purchasing I

1099 Pro Corporate
- FATCA 8966 Reporting Software

W-2 Pro
1042-5 Pro
1099 Pro provides secure and intuitive FATCA Form 8966 software capable of tax form management and
8966 Professional IRS XML reporting.
I Software
The IRS is quickly finalizing the FATCA reporting requirements and will require Foreign Financial Insfitutions
Lisesaear (FFls) from Model 2 couniries to report FATCA Form 8966, the FATCA report, directly to the IRS. FFIs from
Burnp Codes Model 1 countries, that must report fo their host country who in turn transmits to the IRS, still must manage

their FATCA Reports in one centralized location for ease of reporting.
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Section 4.2 — Encryption Software

Encryption Software — OPES

ODPES Home  Industries  Solutions
§ ( f W AR E

IRS FATCA 8966 Reporting

Wealth Management

Enhanced Wealth
Management for Canada

Need help with your
FATCA 8966 reporting?

Buy Online Now!

Whitepaper

Fund Management

Enterprise Resource
Planning (ERP)

FATCA 8966 XML
Reporting

FATCA Solution (Due
Diligence)

IRS 1042-S Reporting
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Services About Opes Contact us Shopping Cart

Home IRS FATCA 8966 Reporiing

SRR
Model
1A& 1B

—

—_— *Convertto XML
Model 1 *Insert Opes
Option 2 Certificate

s — *Insert Opes

( ) FATCAID (for
Model 2 2PES IDES

— ) ccount)

o *Double

Encryption
No IGA *Compress (ZIP)

OPES FATCA Reporting Template (MS Excel)
is used to create your XML file
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Section 4.2 — Encryption Software

Encryption Software — FircoSoft

/‘_\_ Search Q Language v
FircoSoft

ACCUITY \-/ HOME ABOUTUS  SOLUTIONS  SERVICES NEWS &EVENTS  PARTNERS & ALLIANCES ~ SUPPORT & DOWNLOAD ~ CONTACT US

s \
FATCA

A global KYC challenge

HOME > SOLUTIONS > FATCA COMPLIANCE > FIRCO FATCA

Firco FATCA

FALGA Bipart Gomer Ensure Compliance with the Foreign Account Tax Compliance Act
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Section 4.2 — Encryption Software

Encryption Software — FircoSoft

FircoSoft

[CECUEIE F1RCO-1HD-1068.6

s R i . €
# Home » Customers > FIRCO-IND-1069.6 » Documents

K] FIRCO-IND-1069.6

General Type W

o Unted Stales  US W.9 FIRCOGND-1.. W3

- Unted States  US WOW FRCO-ND-... WS Waiver Decument number USW-3 FIRCO-IND-1068.6
Addresses
P Country United State:
Accounts ssue Date 2014/01/01 [

Documents

Receied documents & forms

Comments

Others

History

Attachment

Name
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Section 5
Data Transmission & Reception
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Section 5.1 — Creating Sender Metadata File

Creating Sender Metadata File

Users can use the
template metadata
file, available in
XML format, to
attach to the
payload before

uploading to IDES

The FATCA Sender
Metadata XML file is
created using the
FATCA Metadata
XML Schema vi.1

Users can create
a sender metadata
file to ensure
that recipients
accurately process
FATCA XML files
and notifications

The file name is
“FATCAEntitySenderld_
Metadata.xml.”

All FATCA partners
must provide the
values for the
elements in the
sender metadata file
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Section 5.2 — Creating FATCA Data Packet

Creating FATCA Data Packet

* It should be created ) \

/ \
using one of the | AFATCA data packet ~ [EEEEERVERIELES
compatible data

compression tools* is an archive tr?lfﬁSILllSSlf) n archives
in .zip format that with the .z1p
is transmitted extension. Data

through IDES packets that are not in
/ .zip format will be

deleted.

Tools* Version Host System

WinZip 17.5 Windows

7-Zip 9.2 Windows/Linu
X

Windows zip utility N/A Windows

Linux/Unix zip utility N.A Linux/Unix

Apple archive utility 0SX10.3 | MAC
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Section 5.3 — FATCA Report Transmission

FATCA Report Transmission

After the archive is
uploaded and
transmitted, IDES
sends an alert to the
authorized user via
email

B ID ES a§signs”a. unique ) The IDES alert provides an
(Trzinzm&s.sml)anlt]})l Iglnge er?all appropriate error code in the
included in bo system email

alerts and IRS notifications)
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Section 5.4 — IRS Notifications & Alerts

IRS Notifications & Alerts

IDES sends User

IRS sends
notification

W,

IRS Notifications are
responses to an FI or
HCTA to state whether
the file was processed

orrectly or contained§
errors

N4
U

Wy
B

NN

iy,
i

|
/¢C
U

Ui

email to
authorized

accesses
the IDES
Gateway™

r I I I I I

I *The IDES Gateway may be
used to access, upload or I
download files. It also
I displays files that are I
pending approval or
rejection I
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User downloads and unzips the
notification message archive

(or directly processes the elements
contained in the IRS notification)

A notification is a
transmission archive or
data packet that
contains encrypted
documents available
for download
Generally available
for 7 Days)
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Appendices
IRS Alert Codes & Technical FAQs
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Appendix 1.1
IRS Alert Codes
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EEEENEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEENEEEEEEEEEEEEEEEEEEEEEEEEEENEEEENEEEEENEEEENR
n Code Reason To To To Code Reason To To To
u Sender | Receiver | Reviewer Sender | Receiver | Reviewer
: HCTA HCTA
"
® RCO01 | Successful upload {including all IDES validation X RC013 | Receiver GIIN does not match the key X :
- checks) =
= m
w RC014 | Payload missing X m
" RC029 | Successful upload (including all IDES validation X =
: checks), waiting for HCTA approval RC015 | Key missing X :
|
[ |
Tl e FEND | i e ) 6 X -
|
|
L]
B RC002 | Failed virus check in IDES X :
] RC018 | Package filename error X k
[
m RC003 | Failed encryption check in IDES X :
n RC019 | Metadata missing X k
: RC004 | Failed FATCA Metadata schema check in IDES X k'
» RC020 | Invalid certificate X L
: RCO005 | Transmission is rejected by its own HCTA X X X u
" {(Model 1 Option 2) RC025 | Invalid zip package file X L
»
=
| - . .
RC006 | Mo actions from its own HCTA, transmission X X X ; u
: RCO26 | T fil k X
: expired after 7 days (Model 1 Option 2) 00 Mmany files In package :
|
. . |
: RCO007 | Transmission ready for receiver to download, X X RC02T | Zip package contains a folder X u
n but expired after seven (7) days :
[ RC028 | Invalid approving HCTA key name (Model 1 X .
- RCO008 | Invalid Sender GIIN X Option 2) n
| |
o
|
: RCO009 | Invalid Receiver GIIN X RC939 | Unexpected error X m
]
® RCO10 | Sender not authorized for the Receiver X RC021 | Available for receiver to download X
|
]
» RCO11 | Receiver not authorized for the Sender X RC022 | Awailable for HCTA review (Model 1 Option 2) X X
n
] .
w RC012 | Sender GIIN does not match the payload or X RC024 | Downloaded by the receiver X E
n metadata
: RC030 | Downloaded by the HCTA reviewer X X
= {(Model 1 Option 2)
-
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